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Why Talk About This?

* These skills were a “black art” to begin
with and are in danger of being
forgotten

* There's a lot of myth and legend about
this stuff, but the truth is out there

* Knowing how data are written helps to
understand common disk errors

e It's really cool




What is Copy Protection?

e A software loader that is able to read
non-standard data on the surface of
the disk

» Used to keep users from making
copies of software instead of buying it

« Usually used with encryption,
undocumented opcodes, etc.

 |'ll only discuss physical protection




What I'll Cover

 How “normal” data are physically
encoded on the surface of the disk

* Types of copy protection (how
protection is encoded on the disk)

» Disk programming (technique and
examples)

« Samples (disassemblies of code from
protected disks)




Disk Structure

» To understand copy protection, you
have to understand how data are
written to the disk

e Data are stored in sectors within tracks
(what we see with a sector editor)

 Number of sectors varies by zone

 Head is moved from track to track by a
stepper motor (1/2 track at a time)




Data On the Disk

* Disk is covered in iron oxide (rust);
write head polarizes magnetic
domains to create information

* '1' detected by change in polarity,
'0' by no change within a certain time

» What about data with many '0’ bits?

« How do we tell what track we're on, or
where a sector begins? (need a
unique marker that's not '1' or '0")




The Sync Mark

 Ten or more '1' bits in a row are
detected in hardware (sets bit 7 of
register $1CO00 in the drive)

» Used to mark the beginning of each
sector's header and data blocks

« Gaps between blocks give the
hardware time to “switch gears” before
the next sync mark is written or read

» What about data with many '1' bits?




GCR Encoding

* Every nybble (4 bits) converted to 5
bits of GCR

« Conversion table set up so that no
more than eight consecutive one bits
or two consecutive zero bits are ever
written to the disk as data

» Solves both issues:
»t00 many zeros cause timing errors
»t00 many ones make a sync




Block Structure

Header Block
sync mark
header ID ($08)
checksum
sector no.

track no.

disk ID 2

disk ID 1

$0F byte

$OF byte
header gap ($55)

Data Block
sync mark

data ID ($07)
data (256 bytes)
data checksum
$00 byte

$00 byte

tail gap ($55)




1333333333

Header Block

H OF HEADERS: 5Z6

TRACK : BEIT RATE:

SECTOR: @1 HEADER 582 HEADER
2L Do £5 23 72 77X IJE E5S 88 a2 88 172 44
22 D7 Z5 ZD CH S5 96 Fh a7 12 81 41 a8
22 Do A9 ZD FZ2 77X SE E5S a8 a3 81 17 44
Dd aa DS Z8B S5a D4 a/ a7 a8 FF &1 11
2d a3z 49 72 73 3IE ES 88 08 82 172 44
DD B> Z0 48 52 D4 BS a7 486 81 891 a1l
24 B3 4D 72 73 3E ES 88 a1 863 1272 44
DD B ZD 48 52 D4 BS a7 485 81 81 a1l
22 B3 X9 72 73 3E ES 88 a6 84 172 44
DD B ZD 48 52 D4 BS a7 486 81 81 ai
23 o D FZ2 73 3IJE ES a8 a7 85 1272 44
DD BS ZD 48 52 D4 BS a7 486 81 81 ai
24 E3 5992 72 73 3JE ES 88 04 86 1272 44
DD B ZD 48 52 D4 BS a7 486 81 81 a1l
24 F3 5D 72 73 2E ES 88 a3 87 172 44
DD B ZD 48 52 D4 BS a7 48 81 891 a1
223 A3 5 2 73 E ES a8 G0 88 172 44
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Header Block Detalil

SYHNLC : 8885 LENGTH:

TRACK : BIT RATE:

POS: S0080
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Data Block Detail

HEADER: 583 DY HMNLC : 288656 LENGTH: 58154

TRACK : BETIT RATE:
POS: 50000

a2DdaAalbSZBE5abdn78B9CF B7CEIFF81118085445
FCDEEDZ2DGB 765 CEAXE4AN 25242846424 C45208
2ardabZBdabZB4d052940 S1laoga8noadanoaadgs
2234323405224 0529408 aoaagboadgoaas i
22343 Z274a55 224052940 afoaafecaadgoaaagg
22343 Z7d4da55 524052940 afoaagaadgoaasgg
22343 Zd4da5 524052940 afoaagaadgoaasgg
22248329405 524d052E940 oo aadgoaasgg
2224329405524 052940
A L2245 2940529
222452405 F
L34a53Z23405
224523405
224523405
224523405
Z23d4dasZ3405
234323405
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Data Block Detail #2

HEADER: 583 SYMNLC .

8886

LENGTH: 58154

TRACK : BEIT RATE:
POS: S014F

2224083294005 52405E940
2224322405524 05E940
2224322405524 05E940
2224322405524 05E940
223432 Z2d4da55 524052940
223432 Z2d4da55 524052940
2234322405224 052E940
2234322405224 052E940
2234322405224 052E940
2224322405224 05E940
2224322405224 05E940
2224322405224 05E940
AS 224052940529
AS 224052940529
A Z294a5234a052E9
2223455395325
3 T S o e R

o
o
o
o
o

o4 4 G
o4 4 G
24 i
B L o
o >

B8 F



Types of Copy Protection

» simple errors

e unusual header/gap data
« extra tracks (36-40)

* NO-sync track

e wrong density

o fat tracks

o spiral tracking

e custom formats
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GEOS Tail Gap

HEADER: 581 SYMNLC .

8885

LENGTH: 5814C

TRACK : BEIT RATE:
POS: 50148

CZrSSaFaBBSZDGEEADGES
S ZDFIBEGFIBBACFEB7F 74
CZEdAAabZzEBEd4acZB4dabzZB4n
CZEdAAbZzo9C76B4OaC9CE
DZEAADZEBE4ASCDAS 7SDCF
7S55FXI9ZaD6ESGFZE7FGCE
BEBoda7raeBa27a6a74920
EZ9AASZ24A5294052940
EZO9AASZ24A5294052940
EZ9AASZ24A45294052940
EZ9AASZ24A45294052940
EZ9AAS5SZ24A45294052940
ASZ7o94A5294052940
ASZ7o94A5294052940
ASZ94A5Z2924052940G
AsZz24a555555@dSS

o254
o254
o254
o254
¥ 1

BA18FFEFBBA111FFFF
B15E372 73746560008
AfocoanoadnooAaang
aAfocoAafdCc4nne3zZzal
AafGoaaal13ocd 45
dFS32Z8666F 7260061
fd 253631 2E3042808
aoaaecoaldgoaaagg
aoaaeaadgoaaagg
(SRRSRSh RN Rshs SR Rsys]s RS
(SRRSRSh RN Rshs SR Rsys]s RS

(SRR RSRSR R NSRS RsREls

a8o

a8 488
a8 488
a8 288
a8 g8F
a8F 4 F..



G o MMM RN EE
eEBMMMMMMRMMRMERRRFMMMERRR
QR MMMMMMMMMMEFRRMMMERFRRN
G MMMMMMMMMEMRMEaMEMRMREE
== MIMMMMMMMMMEMRRMMMERFMRN
= MM MMFM
ol ot ol 0 10 142 D
L= = M B
Ll 1
=8
g

LENGT

88 8a

I
I
)
I
I
I
I
I
I
I
I

35 33 35 33 EEE
35 33 S35 33 EEE
353 33 X5 33 EEE
35 33 35 33 EEE
35 33 35 33 EEE

48 HNORH

DST

Defender of the Crown #1

SR L VR R e MM D0 M PR Rm
4 o B EE[R g furf i iR R f el ] o)
EE CE AL S|+~ aenfur) ] ] e fur i ] i g feafuaf o)

TEEH HE EN EN EN EN EN EN EN EN EN BN EN EN EN NN EN BN EN EER EH

AEEEEEEEEEEEEEEEREEEEEREEEEEEEEEEEEEEE]



Cor I I M )
M MMM
G [

-EEEEEE " ® ©®E ©®E §E E B EBE EBE B B B B EBE EHE
Q-Q- HHHH " ® ©®E ©®E §E E B EBE EBE B B B B EBE EHE
m ....ELEEEE " ©® ©®E ©E E E E EB B B B EBE B EBE EBEBH
HnHLEEEEEIIIIIIIIIIIIIIIT
TE?IEEEEEIIIIIIIIIIIIIIII
C UwwnL s
W Fo T o % 8 £ o £ s g 1Y)
T (% € (1% 7 (% o £ 4 £
o - o
< o O O o O s
= % o (1% 1 (% o €% 1 £
O ze
o (% € (% % (% o (% s g
A om 0 % (P % % O (1
L Io
e T o O 5 O 1 £ s (s
] (% € (1% % (1% s (1% s (P e
Y W=D T
O v T o % 5 O o £ s £ T
Y. (% O (% % (% 1 £ 1 (T
CC T T
Q F s O O o O s (=
I oo (% O (% 4 £ 1 £ 1 ([
O & oo
(- (% € (% % (% s (% s (=4
o P s (% % (% o £ s (1T
UV wuwom -
Y % o (% 5 O 5 £ 1 (S 4
D ovoa (% € (% 4 (% s (1% s g1,
A -zEs
y (0 1 50 0 0 0 0 0 D D o 0
TED 00 2 g L L L L 0 0 e oed £ N 1 1 0 L LD

AEEEEEEEEEEEEEEEREEEEEREEEEEEEEEEEEEEE]



1333333333

Defender of the Crown #3

: 14 RATE: 48 HORH LENGT
a8 &80 5T: 88 &0 SPE
88 88 88 08 88 5%
a8

8 88 868 88 88 88 88 88 F

| | | | | H*m
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Defender of the Crown #4

TRACK: 14 RATE: 48 HORM LEMGTH: 7777
SRC: B8 88  DST: 88 88 SPEED: 7777
GAP: B8 60 66 o6 @8 = = SYNC: ONH

HDR: 68 98 A8 66 A8 A8 6B 668 FILL: 55

18648 ZD ZD ZD ZD 2D ZD 2D ZD LTt
18648 ZD ZD ZD ZD 2D ZD 20 ZD oialebltels
18658 ZD ZD ZD ZD ZD ZD 2D ZD oialebltels
18658 ZD ZD ZD ZD ZD ZD 2D ZD gialllltels
18668 ZD ZD ZD ZD ZD Z0 20 ZD oiabelletels
:8668 ZD ZD ZD ZD ZD ZD 20 ZD oialelltels
18678 ZD ZD ZD ZD 2D ZD 20 ZD oialelltels
18678 ZD ZD ZD ZD ZD ZD 2D ZD giblltetels
: 8680 ZD Zf ab 7F C . 2. S
: 8688 ChA En 54 BaA B i rzaralie iz
: 8690 AE Ch E6 DaA B S4 [P
18698 D2 CC &5 FF D9 S4 [
:B86h0 D9 95 a5 B3 7Z C9 NS
:B60A8 S54 54 C9 SE SE a5 L I
: 8660 64 D4 A% AS 9 CB iR
: 8668 FF 09 59 DS ES a5 ISR
:86C0 B3I 7Z C9 79 79 ES AL NN R
:B6CE8 53 95 99 Ch i oR—
: 8600 BC a5 Ch  ———
: 8608 FF i, a5 N I

ENTER COMMAND: <€> TO EXHIT




The Hardware

e Both the '64 and the 1541 have CPU,
RAM, ROM, and /O chips

« Commodore drives are “intelligent
peripherals”; half the operating system
IS In the drives (no disk buffers in main
memory)

e Code can be sent to the drive and run
there: this is the heart and soul of copy
protection




1541 Memory Map

« $0000-$07FF: RAM
» $0000-$0015: job queue
» $0100-$01FF: CPU stack
» $0200-$0229: command buffer
» $0300-$07FF: data buffers

« $1800-$180E: VIA #1 (serial controller)
« $1C00-$1COE: VIA #2 (disk controller)
« $C100-$FFFF: DOS ROM



Disk Programming

 Direct-access (“channel commands”):
M-R, M-W, B-E, etc. -- some are used
In conjunction with “#” file

* Placing commands in the drive's job
gueue and letting the controller
execute them

« Custom code executed in the drive:
requires knowledge of hardware
registers and DOS internals




Direct Access

e Channel commands: require opening
“#” file (U1, U2, B-E, B-P, etc.)
» B-E <channel> <unit> <track> <sector>
» B-P <channel> <position>

e Direct commands

» M-R <lo> <hi> <no. bytes>
» M-W <lo> <hi> <no. bytes> <data>
» M-E <lo> <hi>



IP/FDC Processing

* Older Commodore drives had multiple
CPUs; 1541 emulates with interrupts

* |P (interface processor) mode:
communication with the '64, file
handling (sets up FDC jobs)

* FDC (floppy disk controller) mode:
triggered every 10 ms by an interrupt




DOS Flowchart

FDC
idle loop

service
jobs

return

call FDC
loop




Working the Job Queue

$0300 $0400 $0500 $0600 $0700

$00
$06
$07

501
$08
$09

$80
$90

$A0
$BO
$CO
$DO
$EO

job
track
sector

$04
$OE
$OF

$03
$0C
$0D

$02
$0A
$0B

READ
WRITE

VERIFY

SEE
BUM
JUM

K

D

D

EXECUTE



Job Queue Example

This code reads an illegal track into the
buffer at $0300.

LDA #$25 ;track 37

STA $06

LDA #$0F ;sector 15

STA $07

LDA #$80 ;READ job code

STA $00 ;put job code for FDC
loop LDA $00

BMI loop ;wait for FDC to clear



Down on the Bare Vinyl

* Requires knowledge of hardware
registers and DOS internals (APl and
zero-page variable usage)

« Must stay aware of FDC/IP interface

* There is no safety net; anything the
hardware is physically capable of can
be requested!



Disk Controller Registers

$1CO00 (data port B)

>bit 7: sync detect
>bits 5,6: density

»bit 4: WP sense
»bit 3: LED on/off
»bit 2: motor on/off

>bits 0,1: head phase
$1C03 (data direction: $00 = input, $FF = output)
$1COC (peripheral control register)

1
read mode: 1 11 x 111
write mode: 1 1 0 x 111



Reading/Writing Sync

read sync:

loop BIT $1C00
BMI loop
CLV
LDA $1C01

lToop

write sync:

LDA #$FF

LDX #$05

STA $1C01
CLV

BVC loop

CLV

DEX

BNE loop




Toop

Reading/Writing Data

read data:

LDA
ORA
STA
LDA
STA
CLV
BVC
CLV
LDA
STA

$1COC
#$EO
$1COC
#3500
$1C03

lToop

$1CO01
fdata

* PCR

; DDR

lToop

write data:

LDX
STA
LDA
AND
ORA
STA
LDA
STA
CLV
BVC
CLV

#SFF

$1C03 ;DDR
$1COC

#$1F

#$CO

$1C0OC ;PCR
$data
$1C01

lToop



Setting Density

set density for tracks 18-24:

LDA $1C00 ;density 1is bits 5, 6
AND #$9F ;mask off density bits
ORA #$%$40 ;set density

STA $1C00

density zone bit values:

$60 tracks 1-17 (sectors 0-20)
$40 tracks 18-24 (sectors 0-18)
$20 tracks 25-30 (sectors 0-17)
$00 tracks 31-35 (sectors 0-16)




Stepping the Head

LDX $1C00 ;head phase is bits 0, 1

INX ;step 1nward

TXA

AND #%03 ;mask phase bits only
STA temp

LDA $1CO00

AND #$FC ;mask off phase bits
ORA temp ;apply new phase bits
STA $1C00

DEX on second line to step outward.
Make sure to allow the head time to settle.



Abacus Assembler loader

iy
2)

3)
4)

5)
6)
/)
8)
9)

loader pseudocode:

open 2,8,2,"#2”

(buffer 2 1s at $0500 in drive)

open 1,8,15,“B-E 2 0 18 5”
(block-execute track 18, sector 5)
close 2

open 2,8,2, #0”

(buffer 0 1s at $0300 i1in drive)

print #1,”B-P 2 0”

Tnput #2 (256 bytes)

1f 27 sectors have been read, goto 9
print #1,”U3” (execute $0500), goto 5
decrypt loaded code with final sector



Abacus drive code #1

LDA
STA
LDA
STA
LDA
JSR
LDX
LDA
JSR
JSR

$053A

$80 track

$053C

$81 :sector

#0 sbuffer 0O

$D6D3 ;set up job queue

#0

#$80 ;READ job code

$D57D ;to job queue

$D599 ;wait for completion

:053A 21 00 OF OF OA 02 OE O8
:0542 0C 06 OB 05 09 03 OD 07
:054A 80



done

Abacus drive code #2

INC
LDX
LDA
BMI
STA
RTS
LDA
STA
LDA
STA
INC
INC
RTS

$053B
$053B

;Sector counter

$053D, X

done
$053C

$053D
$053C
#0

$053B
$053A
$053A

‘read all sectors?
»set up next read

'reset first sector no.
'reset sector counter

increment track number
:1ncrement track number



Zorkquest drive code #1

redo

read

next

LDX
STX
LDA
STA
LDA
STA
LDA
STA
JSR
CMP
BEQ
STA
DEC
BPL

#2 :counter

$08

#$23 ;track 35

$06

#$10 ;sector 16

$07

#$80 ;READ job code

$00

$046F ;wait for completion

#%$01 ;completed without error?
next

$09 *save error code

$07 another sector

read



Zorkquest drive code #2

out

JSR
DEC
BPL
LDY
JSR
DEY
BPL
LDA
BNE
LDA
STA
JMP

step ;step head 1n one phase
$08 : (do three times)

redo

#2

$0476 ;restore head position

out

$09

done

#SFF

$01FF ;success flag for loader
done ;erase this code, return



Zorkquest drive code #3

step LDX $1C00 ;head phase 1is bits 0, 1

INX ;step 1nward

TXA

AND #%03 ;mask phase bits only
STA $44

LDA $1CO00

AND #$FC ;mask off phase bits
ORA $44 -apply new phase bits
STA $1CO00
LDA #$DO
STA $1805 ;set timer

wait BIT $1805 ;allow head to settle
BMI wait
RTS



Tools for Exploration

« Simple tools: disk monitors like
Disk/Extramon and SuperSnapshot
(to read/write drive memory)

* More powerful tools: Hacker's Ultility
Kit, Maverick GCR Editor, Datel
utilities (capable of directly editing the
disk at the GCR level)

« Hardware assistance: RAMBOard and
friends



Resources

Inside Commodore DOS, Immers & Neufeld
(excellent commentary, no DOS listings)
http://project64.ath.cx/misc/index.html (item 16)

Anatomy of the 1541, Abacus Software
(less commentary, complete DOS listings)

CSM Program Protection Manual, vol. I
(fills in a lot of blanks, has good sample code)

Kracker Jax Revealed (three booklets)
detailed explanation of RAPIDLOK and V-MAX
http://members.aol.com/c64dir/kjtr/index.htm



http://project64.ath.cx/misc/index.html
http://members.aol.com/c64dir/kjtr/index.htm

